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Zakaj smo danes tukaj?

I THINK WE
MAY NEED
A MOBILE
STRATEGY

SORRY,

DID You
SAY
SOMETHING?
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/ 4 q’/%




Prvi pametni telefon?

first smartphone




ISe kdo spomne tega? s&t




Varnost ni

rabo

Drivers for Adopting Mobile

Increased workforce
efficiency/productivity
Responding to internal
user/employee demand
Ease of use of mobile
device/applications
Responding to external
customer/partner demand

65%
59%

52%

Increased customer reach
Competitive differentiation

Other

Base: Those who deployed/piloted/plan to adopt

mobile, excluding dondét know

V
uporabi mobilnih naprav za poslovno

di k J e na

Barriers to Adopting Mobile

C__ obile securty I 62

Integration of mobile with existing 43%
infrastructure and data
Difficulty of extending existing
applications to mobile
Inadequate IT skills to deploy/Aully
adopt mobile

Difficulty of distributing applications
across multiple mobile platforms

Increased volume of data from

mobile

38%

Other

None

Base: Those who deployed/piloted/plan to adopt

(n=mdahAir)e, excluding dondét know

(n=111



Productivity

I Competition

New Business Models

J

Mobile web extensions
Hybrid Apps (HTML5)
Native Apps

Aplikacije v mobilnem svetu

s&t

Sales / CRM

Workflows

Bl Reports
Field Services
Enterprise Collaboratio@
Supply Chain Management
Proof of Delivery
Enterprise Conteré
Enterprise Assét
Inspections, Surveys é
Enterprise Documeré

Other




NajJ] pomembnej] Ge apgs'f(ac
mobilnem svetu

= -

90% 52% 48% 39%

Mobile email Line of Enterprise file Collaboration
business tools sync and share tools

36% 35% 21%
Secure SharePoint Web
Browsing access Conferencing

Source: Citrix Mobility Survey, Q4 2013




SEdinstvenosto moS&KE n

Skupnaraba Razl|l i | neRazl i | neMobilne Mobilne
mobilnih osebnosti mobilne naprave se naprave
naprav je mobilnih naprave uporabljajo prioritizirajo
pogosta naprav naraz. uporabnike
lokacijah
ATelefoni in tablice v ADelovno orodje ANezrelost OS za AEna lokacija lahko ANe na ralun
osebni lasti se ANaprava za zabavo enterprise uporabo ponuja Auporabni gke
uporabl jaj OAV drugi ni ABYOD diktira javno, zasebno ali i zkugnj eh
o Osebna last/fast < ) ~
AAEnt erpri ser”bosc?}egbals isce razlilne ponuMhiklenof pRYsEAiMPa daje
so v skupni rabi v : : el AKjerkoli, kadarkoli uporabni kom
> ARaz! i | AVengari ipymobilni .
podjetjin prgfilzi N ponudniki dil|<tirajo Avedno vel| je Velavo
ASocialne norme pri razlilne OS ZanadSanje nATegko uvel | a
razli]|l nost.i med mob. verzije Aent er p-Fli s e figlowdlno
aplikacijami in politiko, listo aplikacij

datotelnimi stregniki NS itd.




5 varnostnih rizikov na mobilnih ss:t
napravah

A Prestrezanje
komunikacije
A Public WI-FI

A Naprave z omeFyolLl en e 60 0
so podvr Hene enaki ’ NES
) pHO
A Malware e\ r\\gg"?\:\\ﬁ\\.evggg\‘
A Naprave City 1oN©

A Podobne kot na PCjih
A FizilLni dostop

A LaHje izgubiti/ odtia,
ANotranje groHnje
A Aplikacije




VpraGanja za amanS8E m

A Ali dovo
naprava

A Ali dovo

Imo, da so zaupni podatki na mobilnih
N?

Imo dostop do aplikacij/podatkov

napravam v osebni lasti?

AKdo

dol olLa sl edele zade\

A Kdo dobi mobilne naprave in katere v podjetju?

A
A
A
A
A

Kdo ima pravico do dostopov iz mobilnin naprav in kam?
Nakup naprav?

Provizioniranje naprav?

Varnost/nadzor mobilnih naprav?

Podpora osebnih napravam? Do katerega nivoja?




Dobra praksa varnost s&t

A Registracijanapravdpov el anj e varn
A Antivirus, avtentikacija, enkripcija

A Provizioniranje aplikacij, avtoriziranih s strani podjetja

A Nadzor s strani|T-ja

Al zobraHevanje uporabni kov

Skladnost z varnostno politiko podjetja
Registracija skozi IT

Varnost skozi gesla

Uporaba varnih aplikacij

> v >y D> D

|lzgubljene/ukradene naprave







R

CitrixXenMobile

E M M Enterprise Mobility
Management

. Productivity and
Data Management Collaboration
sl 4
== App Management EDD Device Management




EMM in mobilna delovna mesta s&t

Mobile Virtual Secure

Any | ocatio®™




Citrix XenMobile s&t

A XenMobile sestavljajo sledele kompon

A Device Manager

A App Controller. Agregira, kontrolira in
Windows, web, SaaS, mobilne aplikacije, sharefile podatke in virtualna namizja na
naprave. Uporabnikom prinaGa enotno vst

A MDX tool ki t. Nepodpisane 1 0s in androio

A Worx aplikacije

A ShareFile

A Netscaler Application Delivery Controller

A XenApp/XenDesktop

15




XenMobile - AAutomated Device Compliancefi m

Avt omati zacija akci|j gl ede na razlilne

Passcode policy *o Lock device
AD changes to user Q Modify policy set
Jailbroken device Block network access

Unmanaged device

Selective wipe

Data Roaming Full wipe

Geo-fencing Revoke

App Blacklist Oﬁ Send notification

App Whitelist Set out of compliance




Lastnosti Citrix XenMobile

A Tipi implementacij
AV oblaku
A don the premisebo
A Hibridno
A Podpora napravam
A Heterogena podpora
A Android, 10S, Windows, Symbian, BlackBerry

A Verzije

A Licenlni model i
A Nakup

A Na enoto/na uporabnika
A Najem

A Na enoto/na uporabnika
A Leto/mesec




A Podpora treh

A Podpora treh al i

Al ntegracija

z

Pravilo treh- Gartner

al i velL

t remi

vel

Mo
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bi

mo.hi |

ni
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Mobile Content Management (MCM) s&t

For many organizations, mobile device and application growth is largely driven by employees’ desire for productivity.

MOST IMPORTANT APPS TO AN ORGANIZATION Evolucija EMM 1 dlje od uporabe
varne el ek. pogt e

a a
. . . Zahteva za mobilno delovno
90% 52% 394’ mesto: dostop do podatkov na
Mobile email 'Llne of Collaboration .
business tools tools V a r e n I n Z a n e S I J
36% 21% _
gfg:v:ng ‘g::ferencing MCM Je OngVOr na. tO.




ShareFile Sﬂ

A Dostop, deljenje in sinhronizacija
ShareFile Frequently Asked Questions et _ = 7 .
s ) G- podat kov med razl/
A  — napravami
A Dostop do podatkov v DC in

trenutni mi ashar e

>

Offline dostop in editiranje

Mobilni editor za urejanje
podatkov na mobilnih napravah

PDF anotacija
Integracija z Outlook

>

>




Sharefileda Dr opbox o z a S&&

IT Requires o
Security — >/

Control |
No data leakage \/

011
11011
010

Users Demand

Instant access from any device
File sharing with anyone

Easy and familiar user experience




Arhitektura recitS&t

Internet & Remote Users DMZ Internal Network

= uJ

DNS Server NTP Server

] Port 53 ] Poet 123

NetScaler or | Peet 80

- rot ac cra1s 9

NetScaler Gateway o Port 423 @GP cra43 @Y

< )

I
Port 443 or B443 Port 1494 or 2528 App Controller StoreFront XenDesktop
' ! 3 and XenApp
e Port 443 Firewsall l Port 1494 or

Internet
Active Directory

SharePoint
Port 5223

@

Eharefile

Exchange Server
Port 443 ®

—= XenMobile Device Manager

Pert 5223 Port 2195 and 2196

&
-
SQL Server
Apple Notification Push Service

(APNS)

Certificate Authority

P a Windows Store Port 80 or 443

|V

Storage Zone Controller

Download on the

® App Store




Netscaler

Netscalerko t del var nost n




NetscalerFunkcionalnost]

Content
Intelligent Switching Accelerated

Load Application
Balancing Performance

Netscaler

o Access

Gateway

Offloading



SF Connector*

IPsec Gateway r

Customer Datacenter

XenMobile Cloud Deployment

XenMobile Enterprise
Cloud Deployment

(XDM+AppC+NSG+SF)

IPsec Gateway

Citrix ali Citrix Cloud
partner




Dostop do podatkov in aplikacij, ne S8t
glede na lokacijo in napravo




